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1 Abstract

This paper evaluates three approaches to intrusion
detection described at the USENIX 2005 confer-
ence. The first paper describes an extrusion based
approach that monitors patterns of initiated connec-
tions. The second paper presents a method for em-
ulating vulnerable sections of code in order to de-
tect memory corruption and runtime errors that may
be caused by attackers. The final paper presents
a method for automatically exploiting pitfalls of a
system call monitoring based approach. The author
then notes that current host based intrusion detec-
tion systems limit their scopes of monitored events
and suggests an improvement which combines the
methods of two of the evaluated papers.

2 Introduction

Host based intrusion detection is the description of
a variety of methods that attempt to detect mali-
cious behavior on a host by monitoring changes to
its internal state and operations performed on be-
half of processes. Items that may be monitored in-
clude; network connections initiated by processes,
system call sequences, changes to files (specifically
system configuration files), changes to system state,
changes to specific sections of memory and appli-
cation log files. The fundamental assumption of a
host based intrusion detection system is that mali-
cious system behavior is definable and is also dis-
tinguishable from normal system behavior.

Host based intrusion detection systems have been
available for quite some time labeled as anti virus

and host firewall products. These systems can be
broken down into three general categories.

1. Signature based methods which filter incoming
network traffic and monitor applications and
file systems. These are generally described as
anti virus methods and have a detection mech-
anism which is limited to a set of known signa-
tures.

2. Methods in which users or administrators de-
fine a list of applications which are allowed to
communicate externally and block all others.

3. A combination of the above

Several attacks on the above methods have been
implemented by attackers (i.e. self morphing code
and malicious white listing).

Three papers at the 2005 USENIX conference
present methods for detecting intrusions on a host
level without maintaining a malicious control or
data signature database. Two of them describe de-
tection methods which “learn” expected system be-
havior and attempt to identify anomalies.

When constructing a host based intrusion detec-
tion system, three major decisions must be made;
what items will be monitored by the system, how
the baseline “normal behavior” will be defined, and
how to distinguish normal behavior from the ma-
licious behavior. If a detection system can be de-
feated in any of these areas, it will fail at detecting
intrusions.

This paper will evaluate three approaches to in-
trusion detection described at the USENIX 2005
conference. The first paper describes an extrusion



based approach that monitors patterns of initiated
connections. The second paper presents a method
for emulating vulnerable sections of code in or-
der to detect memory corruption and runtime errors
that may be caused by attackers. The final paper
presents a method for automatically exploiting pit-
falls of a system call monitoring based approach.

Finally, the author notes that current host based
intrusion detection systems limit their scope of
items which are monitored and suggests an im-
provement which combines the methods of two of
the evaluated papers.

3 BINDER: An Extrusion-based Break-In
Detector for Personal Computers

Binder attempts to detect intrusions based on the as-
sumption that a compromised machine will produce
“stealthy malicious outgoing network traffic” [4]
which is uncharacteristic of the system. The focus
of the paper is on user-end computers (as opposed to
servers) because their method relies on correlating
user input to triggered network events. The prob-
lem Binder attempts to solve is detecting intrusions
that result in uncharacteristic network connection
patterns due to activities of malicious software run-
ning due to an intrusion. It is a reactive approach
to intrusion detection that is described as “extrusion
based.” “The goal of our work is to detect worms,
spyware and adware on personal computers” [4].

3.1 Why the problem is difficult

The problem is difficult because defining acceptable
usage patterns in an automated manner for the re-
sources they are monitoring is difficult. It is also
difficult to then algorithmically detect anomalies in
this usage pattern without generating large amounts
of false positives. Fundamentally, it is difficult to
describe system behavior in terms of extrusions.

3.2 Method

In this system, the items monitored are
1. User input (keyboard and mouse events)

2. Processes (process start and end events)

3. Network activity (connection request, data ar-
rival and domain name lookup events)

4. Time intervals between the above

To collect “baseline behavior” the authors sug-
gest allowing BINDER to run on uninfected ma-
chines for an extended period of time in order to
best determine unique thresholds for each parameter
to the detection algorithm. Once a baseline behav-
ior is determined, the system then monitors network
events and correlates them to previous user input.
If a correlation can not be determined, the network
event is deemed as rogue. “BINDER can detect the
break-in by capturing the first connection made by
its malicious processes as an extrusion. This is be-
cause their parent processes do not receive any user
input before they are created. And they do not re-
ceive any user input after they are created” [4]. The
system also includes white lists in which applica-
tions can freely use network resources without hav-
ing previous user input. Three types of situations
are tracked:

1. dANEW is the amount of time that elapses after
a child process is spawned and a new connec-
tion request takes place.

2. dOLD is the amount of time that elapses after a
user interacts with a process and a connection
request takes place

3. dPREV is the amount of time that elapses af-
ter a request is made to host A from process P
and another request is made to the same host A
from process P.

The system takes “upper bound” parameters for
each one of these parameters. They mention that
they should be “selected on a per-user basis” [4]
so that false positives are minimized. During their
experiments, they take the 95th percentile values of
each of the parameters based on historical data.

3.3 Experiments

The authors performed two evaluations on their sys-
tem. First, an evaluation using previously collected
trace data results as parameters for a real world
intrusion was performed. “We collected traces of



User 90% (s) 95% (s) 99% (s)
User | Dog | Docw | Dprew | FofFAs | Dotg | Diew | Dprew | #FofFAs | Dyg | Dyew | Dprew | #ofFAs
A i8 11 142 15 33 i5 752 5 7% 21 4973 3
B 15 12 64 23 28 21 260 7 79 22 3329 5
C 14 14 28 20 25 15 134 5 74 33 2272 1
D 16 81 213 3 33 81 715 3 85 81 4611 2
E 19 12 539 5 32 14 541 4 93 20 4216 3
F 14 8 80 10 27 13 265 3 79 31 3633 2

Figure 1: Binder’s Parameter Selection and False Alarm (FA) Rates

user input, process information, and network traf-
fic from the 6 computers that installed the prototype
of BINDER” [4]. Unexpectedly, explicit parame-
ter selections were not described in the paper. It is
assumed the parameter selection came from Figure
1.

In their results, the authors do not describe which
set of parameters was used for each user in their
real-world experiment. They simply state that all
malicious programs installed on the client machine
(Gator, CNSMIN and Spydeleter) were detected af-
ter the computers were restarted by the BINDER
system.

The second experiment involved controlled envi-
ronment tests where parameter selection was clearly
defined.

1. dUpperOLD = 30 seconds
2. dUpperNEW = 30 seconds
3. dUpperPREV = 800 seconds

They test the controlled environment against the
email worms Beagle, NetSky, Mydoom, and Swen.
They again state that all malware programs were
detected after the computers were restarted by the
BINDER system.

3.4 Unique Contribution

There solution for intrusion detection unique be-
cause it examines intrusions from a purely reactive
approach. It also differentiates itself from default-
deny host based firewalls that ask the (often un-
trained) user if a process is allowed to access the
network because it creates a usage profile automati-
cally during the training phase.

3.5 Analysis

In the “attacks on binder” section, the authors de-
scribe weaknesses in their approach. These de-
scribed attacks include:

1. Direct Attacks: disabling the detection system

2. Faking user input: Use the APIs that Binder
monitors to send fake user input

3. Trick the user into generating input: Force a
click on an malicious process’s window

4. Hiding under processes: Binder is unable to
detect if a malicious library has been included
by a laminate process

5. Covert channels: the malicious code uses an
existing monitored process to perform its com-
munication. (i.e. URL pre-pending and ap-
pending)

6. Using a user input to hide: Binder does not
interpret the initial connection request made
by a malicious process as malicious. If it is
able to establish a connection “it just needs to
maintain a connection to a collusive remote site
to keep receiving some data packets regularly.
Then BINDER would think any new connec-
tions made by it are triggered by those data
packets.” [4]

I propose that the authors have left out some very
important attacks:

1. A malicious application may add itself to
Binder’s white list before performing any net-
work events.




2. A malicious application may modify the dUp-
perOld, dUpperNew, dUpperPrev parameters
in Binder.

3. A malicious application may only initiate a sin-
gle connection, sends all relevant information
across that connection and never run again.

I believe that the experiments performed by the
authors do not wholly demonstrate their claim that
“BINDER limits false alarms very well and can de-
tect a large class of threats” [4]. False alarms are
decreased by increasing dOLD dNEW and dPREV.
This is an effective method, but the implications
of increasing the window before a malicious con-
nection is detected is not discussed or evaluated.
Also, both the controlled and “real-world” experi-
ments only evaluate a few known malicious applica-
tions in a controlled environment. These tests may
have high internal validity for this set of attacks, but
there are several other types of malicious applica-
tions which must be accounted for. The notion that
a malicious program is able to have a single com-
munication take place and still remain unnoticed is
undesirable. It is possible that in that initial com-
munication, all relevant information is sent and the
attacker can accomplish their goal.

3.5.1 Suggested Experiment

The authors claimed that all attacks were without
describing how long it took to detect the malicious
applications or what the “false alarm” acceptance
level was set to. A holistic experiment would be one
in which the authors were able to vary the methods
and timing of attacks, the types of requests gener-
ated by the injected malicious code, inter-request
distances of the malicious code and input parame-
ters to BINDER. I suggest an experiment where
an out-of-band controllable piece of “malicious”
code is installed on a test system which is running
BINDER. The malicious software should be able
to generate connection attempts based on schedules
defined by the examiners. False positive and detec-
tion rates could then be examined for a large range
of situations, possibly eliciting a better method for
describing anomalous connection requests. The au-
thors present recommendations for preventing some
of the identified attacks on BINDER:

e Restrict conditions on how a normal connec-
tion may be triggered;

e Extend the Process Monitor to Thread Moni-
tor;

e Add a System API Monitor to BINDER.

3.5.2 Suggested Improvement

I feel it may be advantageous to monitor more types
of events occurring on the system besides those
which imply user interaction. These may include
file read and write events, and other device events.
Malware has a variety of intentions. The fundamen-
tal idea of BINDER is that malware always needs to
“phone home” and communicate with another ma-
chine. Unfortunately, sometimes this is not the case
(i.e. key loggers which are then physically picked
up by an individual, printing of documents, adding
another user to the system via /etc/passwd). Adding
additional events to BINDER’s log (particularly file
read and writes events) would greatly improve the
robustness of its detection mechanism. I believe it
is possible to implement such a change without sig-
nificant effort by treating file read and write events
in the same manner as the system currently treats
connection requests. This would allow BINDER to
monitor a broader range of malicious activities.

4 Building a reactive immune system for
software services

The authors of this paper realize that it is possible
to detect memory corruption based intrusions and
system errors (divide by 0, segmentation fault etc.)
if the instructions in “vulnerable” areas of code are
fully emulated before changes they would cause are
actually committed. The focus of the paper is on
building a system that allows software to become
self-healing through selective emulation and state
restoration. However, their approach to real time
intrusion detection is a unique contribution.

As opposed to BINDER, the intrusion detection
methods presented in [5] are based on the assump-
tion that the only attack vector which we wish to
protect is a programming error within a running ap-
plication. This type of scenario is most often found
in single function server environments.



4.1 Why the problem is difficult

The problem which they are trying to solve is how to
engineer a system that is able to detect and recover
from serious system errors and memory corruption
based intrusions. It is difficult to have a live system
detect serious errors (particularly non-deterministic
ones) before they occur. This is because the error
generally leads to a crash or control transfer to a
malicious attacker before recovery mechanisms can
act.

4.2 Unique Contribution

The realization that in fully virtualized languages
(such as Java) memory corruption problems are pre-
vented by monitoring memory modification drives
their proposed solution to a specific type intrusion
detection. The intuition the authors present is that
if sections where these type of errors can occur are
pre-emulated, the errors can be detected and recov-
ered from gracefully.

4.3 Method

In this approach, developers add instructions to a
program’s source code indicating “vulnerable” sec-
tions which should be emulated and monitored.
“Upon entering the vulnerable section of code, the
emulator snapshots the program state and executes
all instructions on the virtual processor. When the
program counter references the first instruction out-
side the bounds of emulation, the virtual processor
copies its internal state back to the real CPU.” [5]
This creates a buffer in which sections of applica-
tions may fail and recover in emulated mode and
not affect the overall application. The emulator is
able to detect the following errors and attacks.

1. Computational denial of service attacks: Pro-
grammers specify a maximum number of in-
structions to execute for the emulated code. If
the threshold is reached, it is determined that a
computational denial of service is taking place
and the emulator enters recovery mode.

2. Divide by zero errors: The emulator checks the
operand to the div instruction. If it is a 0 before
execution the emulator enters recovery mode.

3. Improper memory dereferencing: “The emu-
lator verifies whether the source or destina-
tion addresses of any memory access point to
a page that is mapped to the process address
space.” [5] If it does point to an out of range
page, the emulator enters recovery mode.

4. Buffer overflows: The emulator pads “memory
surrounding the vulnerable buffer” [5] with a
one byte “canary”. The emulator monitors if
that byte is ever written to. If it is, then an
overflow has occurred and the emulator enters
recovery mode.

Once the system enters recovery mode, all mem-
ory changes since the invocation of the emulator are
rolled back and a type appropriate error is returned
based on the expected return type for the function
(i.e. -1 for int, O for unsigned int). This method for
emulation and recovery is labeled Selective Trans-
actional Emulation (STEM).

4.4 Experiments

The authors clearly state what they attempt to ac-
complish with their experimentation:

e Can the system detect real attacks and faults
and react to them?

e How effective is our error virtualization hy-
pothesis as a recovery mechanism? Does it
work for real software?

e What is the performance impact of emulation,
and what is the gain to be had by using selec-
tive emulation?

In order to answer these questions, two tests were
performed on specific, vulnerable functionality of
widely used applications (SSH-1.2.27, BIND 8.2.2
and Apache2) and a performance evaluation on
Apache2. The authors also emulated entire shell ap-
plications and compared their performance to non
emulated versions.

In the first test, the virtualization recovery mech-
anism was evaluated. To accomplish this, leaf func-
tions of each application were identified and marked
for emulation. Afterward, “a script inserted an early
return in all of the leaf functions, simulating an



aborted function.” [5] Invocations of the application
then caused individual leaf functions to abort early
and return. Each invocation was tested to see if it
could successfully process a request and not crash.

Service Success Failed Percentage Success
Apache 139 15 90%
SSH 72 9 89%
BIND 67 8 88%

Figure 2: Early return from leaf function success
rate.

The results in figure 2 show that “error virtualiza-
tion” has a high probability of returning the program
to a state where it is able to continue execution.

In the second test, known exploits for each of
the services were tested against the application with
the vulnerable functionality emulated by STEM. All
of the exploits took advantage of incorrect memory
handling which lead to buffer overflows. In all 3
cases, the emulator detected that a buffer overflow
was about to occur and prevented the attack from
succeeding. The programs gracefully recovered and
were able to serve subsequent requests.

Finally, the authors evaluated the performance
impact of their emulator. They compared the
number of requests the apache web server is
able to process during normal execution (apache-
mainloop), under full STEM emulation for the
mainloop (libtasvm-mainloop), emulating only the
“vulnerable sections” of the parse-uri functionality
(libtasvm-parse-uri), emulating only the “vulnera-
ble sections” of the header parser (libtasvm-header-
parser) and emulation using the independent Val-
grind emulator (valgrind-apache). “vulnerable sec-
tions” were those sections identified in the RATS
static code analysis tool. “The majority of [these
sections] contained fixed size local buffers” [5].

As seen in Figure 3, there is a significant im-
pact when emulating the entire mainloop. How-
ever, when emulating only specific functionality, the
STEM emulator performs better than other emula-
tors. It is able to serve at least half as many of
the pages as the non-emulated version. As dis-
played in Figure 4, full emulation of apache’s main-
loop is approximately 44 times slower than nor-
mal conditions. Full emulation of entire shell ap-

Apache | trials | Mean Std. Dev.
Normal | 18 6314 847
STEM | 18 277927 | 74488
Valgrind | 18 34192 11204

Figure 4: “Timing of main request processing loop.
Times are in microseconds. This table shows the
overhead of running the whole primary request han-
dling mechanism inside the emulator. In each trial a
user thread issued an HTTP GET request.”[4]

plications yielded the results displayed in figure 5.
These results show that there is a significant per-
formance impact when executing entire programs in
the STEM emulator. The authors point out that they
did not attempt to significantly optimize the emu-
lation through methods such as caching translated
instructions.

4.5 Analysis

The unique contribution of this paper is the idea that
“selective transactional emulation” can be used to
detect and recover from programming errors. In
terms of server based intrusion detection and re-
covery, the method does a good job accomplishing
its goals of maintaining reliability and preventing
memory based intrusions.

4.5.1 Selective Transactional Emulation

In regards to of the recovery mechanism, atomic
transactions make sense and are necessary for data
consistency but this type of model many not be ap-
propriate for program state transitions. Rolling back
a state “transaction” while not modifying derived
program control could lead to inconsistent situa-
tion. Consider the example of authorizing a user.
If the authorizing mechanism is under emulation by
STEM and during emulation an error is detected,
state is returned to what it was before the authoriz-
ing mechanism was invoked. If the application was
designed in such a way that the authorizing mecha-
nism ends the connection attempt when authoriza-
tion fails, an attacker may be able to bypass au-
thorization by stopping its emulation. Dangerous
pseudocode example:
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Figure 3: STEM’s Performance emulating various sections of the Apache web server compared to non-
emulated apache and Valgrind

Test Type trials | mean (s) | Std. Dev. | Min Max | Instr. Emulated
Is (non-emu) 25 0.12 0.009 0.121 | 0.167 0
Is (emu) 25 42.32 0.182 42.19 | 43.012 18,000,000
cp (non-emu) 25 16.63 0.707 15.80 | 17.61 0
cp (emu) 25 21.45 0.871 2031 | 2342 2,100,000
cat (non-emu) 25 7.56 0.05 7.48 7.65 0
cat (emu) 25 8.75 0.08 8.64 8.99 047,892

Figure 5: STEM’s comparative performance emulating entire shell programs



Initialize()

ReadUserCradentials ()

Begin STEM emulation

If ValidateUserCradentials ()=False
End Thread

End STEM emulation

PerformSensitiveOperation ()

If there is a runtime error while validating user
credentials, the validation mechanism is bypassed a
sensitive operation is performed by an unauthorized
user.

The current emulation cost is prohibitive to use
the emulator in a production environment. Finally,
in order to use STEM, it is necessary to add code
that identifies vulnerable sections of applications.
This may prove very difficult and time consuming
in large applications.

4.5.2 Suggested Experiment

A broad range of attack methods are not tested. The
authors claim that their system can prevent “com-
putational denial of service attacks.” However, in
the experimental section, only examples of memory
corruption based attacks are evaluated. Solving the
problem of computational denial of service attacks
(forcing the program into infinite loops or excessive
calculations) is difficult and should be evaluated. A
formal experiment evaluating computational denial
of service should be done. The experiments succeed
in answering the last two questions that were posed
(performance impacts and virtualization techniques
validity).

4.5.3 Alternate Suggested Approach

Fundamentally, the authors have described a
method for marking vulnerable sections of code and
handling specific errors in those sections. This maps
an infinite set of unknown runtime errors in those
sections to a specific set of return values. This type
of behavior could be replicated by implementing try,
catch all blocks along with clever memory watch-
ing.

Their canary monitoring method for detecting
memory corruption during emulation could also be
replicated (without emulation) by mapping identi-
fied addresses at the ends of fixed length buffers to

exceptions. When these addresses are read or writ-
ten to, an exception could be thrown.

5 Automating Mimicry attacks using static
binary analysis

5.1 Background

The traditional approach to untrained host based in-
trusion detection is to presume that in order for an
attacker to perform malicious behavior, fundamen-
tal control of the system must be obtained. Once
this occurs, attackers will then execute their own
sequence of malicious instructions. In “A Sense
of Self for UNIX Processes” [2], Forrest proposes
that sequences of system calls can successfully de-
scribe the behavior of a system. The paper suggests
that if these sequences can be recorded during nor-
mal system behavior, the resultant set of valid calls
can be compared to future sequences to detect mali-
cious behavior. If an out of sequence call occurs,
the behavior could then be considered suspicious
and cause an alarm. While successful at detecting
simple exploits, several problems were discovered
in the approach. Foremost, attacks can be created
that “mimic” sequences of common system calls
on most systems and can therefore evade detection.
Other weaknesses include

1. Attacking limitations on the length of system
call sequences recorded by the system [6]. [2]
suggests a system call sequence length of 5 to
10 during training to get an optimal false pos-
itive rate. Unfortunately, an attacker is able
to create a sequence of system calls that may
perform complex operations by forcing their
malicious code to use more than 10 system
calls (while maintaining the order of a know
sequence of calls).

2. Parameters to the system calls are not recorded
in the sequence database. An attacker is able
to change parameters to system calls without
raising attention. This is particularly danger-
ous with calls such as execve Consider:

execve ("ls -1 /home/")
Vs
execve ("rm -rf /"))



In order to combat these downfalls, [3] introduces
a method which adds “call contexts” to the data
sets of sequences. These call contexts keep track
of stack information, the program counter and ad-
dresses of calling instructions. Validating this infor-
mation “makes sure that [a] system call was made
by the application codeand after [the] system call
has finished, control is guaranteed to return to the
original application code” [1]. This makes the prob-
lem of arbitrary code execution by maliciously alter-
ing program control flow far more complex. Using
this context validation method, attackers must not
only follow a known sequence of system calls, but
the invocations of system calls also be from the cor-
rect “contexts”.

5.2 Automating mimicry attacks using sta-
tic binary analysis

In “Automating Mimicry Attacks Using Static Bi-
nary Analysis” [1], the authors demonstrate that,
even under these highly monitored circumstances, it
is possible to execute malicious instructions by ma-
nipulating parts of the system that can not be moni-
tored efficiently.

5.3 Why the problem is difficult

The goal of [1] is to defeat a system which is specif-
ically designed to thwart mimicry attacks by requir-
ing a correct context. The authors of [3] attempt to
make complicate mimicry attacks by requiring calls
to be made from specific call contexts. In order
to defeat such a scheme, an attacker must appro-
priately read and duplicate (or predict) call contexts
without using system calls before jumping to mali-
cious code. Essentially, for an attack to be success-
ful, it must be able manipulate program control by
only using instructions already defined in accessible
memory areas.

5.4 Unique Contribution

The authors of [1] clearly describe their unique con-
tributions:

o “We describe novel attack techniques against
two well-known intrusion detection systems
that evade the extended detection features and

reduce the task of the intruder to a traditional
mimicry attack.” The detection systems are
those described in [2] and [3].

e “We implemented a tool that allows the auto-
mated application of our techniques by stati-
cally analyzing the victim binary.”

e “We present experiments where our tool was
used to generate exploits against vulnerable
sample programs. In addition, our system
was run on real-world applications to demon-
strate the practical applicability of our tech-
niques.” [1]

5.5 Method

Their method is based off of the fact that it is pos-
sible for an attacker to invoke a single system call
by not modifying existing program context. They
then demonstrate how it is possible to continuously
regain control of the system by carefully modify-
ing items in memory (usually using move instruc-
tions that modify the procedure linkage table) with-
out using system calls. By modifying these function
pointers, an attacker potentially force the applica-
tion to invoke malicious code from a valid context.
This is accomplished by replacing the actual func-
tion pointer with the address of the attacker’s code
or the known address of a system call in a linked
library. Using a series of modified function and li-
brary pointers, one is able to create a sequence of
system calls (from their original contexts) without
modifying any of the related items presented in [3].

The authors present a tool which automates the
identification of sequences of pointer replacements
that would result in a context appropriate mimicry
attack. The tool symbolically executes compiled bi-
naries to elicit the replacements.

5.6 Symbolic Execution

“Symbolic execution is a technique that interpreta-
tively executes a program, using symbolic expres-
sions instead of real values as input.” [1]. The au-
thors maintain a history of program state through-
out the execution and identify items (register values,
and recently accessed memory values) that change
between each state. A class of instructions that are



able to “modify code pointers to point to the attacker
code” [1] are identified and stored by the symbolic
executor. Essentially, the symbolic executor is iden-
tifying potential configurations that allow a jump
target address to be modified. If an attacker is able
to control these addresses, the attacker is able to ma-
nipulate program control.

5.7 Determining if overwriting a jump tar-
get address results in the ability to exe-
cute malicious code

The authors of [1] realize that it is possible to rep-
resent these program control flow as a system of
linear equations. “A symbolic term [in an equa-
tion] expresses the current value of a register or a
memory location as a function of the initial values
... the symbolic expressions are integer polynomials
over variables that describe the initial state of the
system” [1]. If a constraint is then applied to this
equation such that the resultant target address is the
address of the attacker’s code and the equation is
solvable, a configuration can been generated so that
control of the program is directed to the attacker’s
code. This is because “the configuration fulfills the
path constraints of the current symbolic execution
thread, the actual execution will follow the path of
this thread” [1].

5.8 Experiments

The authors wish to demonstrate that their method
is able to generate configurations that result in the
execution of attacker code after a system call takes
place.

They first evaluate their method on the host based
IDS implemented in [3] and [2]. The experiment
is deemed successful if an attacker is able execute
system calls (in context) without triggering the de-
tection systems. Three simple applications with eas-
ily identifiable memory corruption errors were con-
structed. Using the symbolic executor, all possi-
ble paths where the attacker could regain program
control were identified. In all three test cases, the
binary analysis was able to determine a configura-
tion which would allow the attacker to regain con-
trol without triggering either of the host based IDSs
in [3] and [2]. Malicious code which did not violate
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the call sequence was then able to perform actions
on behalf of the attacker, thus reducing the problem
to a traditional mimicry attack.

In their second experiment, the symbolic exe-
cution tool examined 3 widely used applications
(apache2, netkit ftpd and imapd) “To determine
whether it is possible to find a configuration and a
sequence of instruction such that the control flow
can be diverted to an arbitrary address.” This is de-
termined by the ability of the symbolic execution
to direct program control to 100 randomly selected
addresses within the program.

Program Instr. Success Failed
Return | Exhaust
apache2 51.862 83 12 5
ftpd 9.127 93 7 0
imapd 133427 88 11 1

Figure 6: Symbolic execution results for real world
applications. “Return” is the number of addresses
that failed because the program returned immedi-
ately after executing the instruction. “Exhaust” is
the number of addresses that the system was unable
to find configurations that lead to execution at that
address.

The real word application results show that it is
highly probable that if an attacker is able to inject
instructions into memory, it is possible to invoke
malicious system calls from correct contexts, again
reducing the attack to a simple mimicry attack.

Finally, total execution time using their symbolic
execution tool for each real world application analy-
sis is presented. The times range from 0.3 to 12.4
seconds.

6 Analysis

The authors present and demonstrate a successful
method for defeating a leading context sensitive sys-
tem call based intrusion detection system. In their
experiments, both known and unknown (real-world)
applications are examined. The results demonstrate
that complications imposed on an attacker by in-
cluding program context into the system call data-
base can be bypassed. Their method is generic (and



unique) in its ability to detect configurations which
result in the direction of program control flow to an
attacker’s code. It successfully defeats the intrusion
detection methods presented in [3] and [2].

6.1 Suggested Experiment

An additional experiment in which the techniques
in [3] monitor a previous release of a real world ap-
plication that has known vulnerabilities and then at-
tacked using a configuration generated by the sym-
bolic executor, would be a stronger demonstration
than the 100 random addresses control modifica-
tion experiment presented in the paper. This would
show, definitively, that attacks on system call se-
quence host based intrusion detection systems can
be automated.

6.2 Other applications of symbolic execu-
tion

The authors have created a method to determine if
there is any condition that results in program control
being transfered to a specific address. The authors
propose that memory corruption attacks could be
detected by identifying configurations “which the
current functions return address is overwritten” [1].
In addition, complete control path histories are pro-
vided if any configuration is discovered that allows
instructions at specified address to be executed. 1
feel that these histories could be used to help devel-
opers reduce control paths to sections of code that
require authorization or special permissioning.

In terms of host based intrusion detection, I feel
that it may be possible to automatically define “in-
appropriate” execution paths using this tool. It
would be an approach similar to system call moni-
toring; inappropriate paths could be defined as those
in which major process jump or branch target ad-
dress changes are not part of the baseline state
change operation. Jump and branch target addresses
(as defined by initial symbolic execution) would
then be monitored by the system and any inappro-
priate change would result in an alarm.
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7 Conclusions and Future Work

This paper examined three approaches to host based
intrusion detection. BINDER presented an ex-
trusion based method that correlated process ac-
tivity with network activity to identify anomalies.
BINDER is able to detect a specific types of mali-
cious applications that use the network in a common
way. The work in [5] presents a method for detect-
ing specific types of programming errors that may
lead to run time errors by selectively emulating and
monitoring sections of the application. At great per-
formance cost, is able to detect (and recover from)
memory corruption attacks which may lead to an at-
tacker executing malicious code. Finally, the meth-
ods presented in [2] and [3] attempt to describe the
behavior of a system through system call sequences
and their contexts. Using a database of valid call
sequences and contexts, the system is able to detect
if a specific process is behaving maliciously. While
promising, this method was defeated using static bi-
nary analysis in [1].

I believe that that the work in [1] has the most im-
pact on the host based intrusion detection research.
It demonstrates that the fundamental assumption in
[2] (that sequences of system calls effectively de-
scribe a program’s behavior) may not be correct and
a better metric for describing a system’s fundamen-
tal behavior must be created.

Current approaches may be too specific in their
detection methods and their definition of “normal”
behavior. BINDER, for example, is unable to de-
tect malicious applications that do not use network
resources. “Normal” behavior is defined in terms of
the program’s usage of the network. The approaches
of [3] and [5] are unable to detect if a malicious ap-
plication in installed by a legitimate user (they are
only able to detect if a “normal” process begins act-
ing maliciously). In this case, “normal” behavior is
defined in terms of the sequence of system calls the
application uses. I believe that these definitions do
not wholly encompass the behavior of a system and
should be re-examined.

A complete host based intrusion detection sys-
tem should be able to detect intrusions due to both
attackers taking advantage of programing errors
and users unknowingly installing malicious applica-
tions. This type of activity should be automatically



detected without querying the an untrained user for
rule sets and without the notion of white lists. I be-
lieve that it would be possible to move closer to such
a system by combining the time based extrusion de-
tection ideas presented in BINDER [4] with system
call sequence ideas presented in “A Sense of self for
Unix Processes [3]”. This would define “normal”
behavior in terms of the system calls a process exe-
cutes as they occur in reaction to network, user input
and time events.

A system that takes into account the time between
system calls and network events along with a data-
base of allowable system call sequences and con-
texts would successfully thwart the attack method
presented in [1]. Statistics on the time between
two specific system calls could be stored along with
each appropriate system call sequence. The attacker
must not only be able to mimic the sequence of sys-
tem calls but must also predict the amount of time
their operations should take to execute. This method
further complicates the attacker’s ability to maintain
program control. As in BINDER, network events
should relate to specific system call sequences and
network responses. If a network event is usually as-
sociated with a small set of system call sequences,
similar network events should lead to the same set
of sequences. If a sequence of system calls outside
of the event’s related set begins to take place, the
behavior should be considered malicious. I believe
that adding network events and the time factor to
the ideas presented in [3] has potential to solve the
two problems with the host based intrusion detec-
tion methods presented at the USENIX 2005 con-
ference:

1. The method presented in [3] does not success-
fully detect if the user has been tricked into in-
stalling a malicious program. By tracking sys-
tem calls that result from network events, the
system is able to detect malicious activity that
results from users mistakenly installing mal-
ware.

The method presented in [4] does not detect
malicious applications that do not interact with
the network. If system calls and the time be-
tween their execution in a certain process be-
come part of a user’s “normal” activity profile,

malicious applications that perform any type
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of system call (as opposed to only focusing on
network events) would be identified.
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