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I Customer Records! (Paper or Electionic)
PFIV?CY Dat.a LOSS Califiornia Senate BillF 1386 reguires institutions
Anr Operationall Risk: Approach to disclose to their California customers’ if: their
inf?trmation isiexposed! to non-trusted| 3
parties.

: 3 » Legal impact
Michael Aiello s Impact on Reputation

Polytechnic University. An event Where a| customer’s private information

v : is exposed should be considered a loss event
FE675 Operational Risk a_ng accounted|fior When| calculating operational
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Available Data Available Data

ChoeicePoint datal set PrivacyRights.org
= May’ have interest infkeeping counts high u May be more objective about events

Christus St. Joseph Hospital, Houston Texas

~ Published reports on 4/26 said the hospital had sent letters to 16,000 DATE NAME TYPE OF BREACH NUMBER
patients saying their meical records and SSNs may have been MADE
compromised de to he theft of a computer n & January burgary.

PUBLIC

Vi bogine Feh. 18, ChoicePaint Bogus accounts 145,000
former employee had posted confidential information about them o the 2008 established by ID
Intemet; U.S. Office of Civil Rights had discovered the breach in January. thieves

Feb. 25, Bank of America Lost backup tape 1,200,000
names and 2005

Kaiser P

Feb. 25, Payhia Exposed online 25,000
University of Norther Colorado. 2008
= theftof a computer

names, addresses, SSNs, bank account numbers, dates of birth and pay March 8, DSW/Retall Ventures  Hacking 100,000
schedules for students and staff members and polentily therr beneficiaries 2008

{ence Applications International (SALC) UnknowniNot disclosed March  Lexishexis Passwords 32,000
" Deskiop computers were stolen from the offices of SAIC, a research and 10, 2005 compromised
and '

March  Univ. of CA, Berkeley  Stalen laptop 98,400

past stockhodors.
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Impact

232 days ofi data
83/ loss events) (18ifor financiallsector)
85% chance of lossievent eachiday.

Incidents by Industry

Consumer
Data, 3

Financial, 18

University, 44! Government, 4.

Medical
Senvices, 8

Other, 5

Impact By Incident

Mostly*hacking“in both number of events and
impact of events

Incidents by Event Type

Dishonest insider, &
Exposed by email, 1

Stolen Equiptment,
19

[Exposed online, 3
_~Farmer Employee, 1

Social Engineering, 3

Passwords
compromised, 2

Mot disclosed, 1 Hacking, 40
Lost Equiptment, 6

Inmpact
One incident involving| 40M records and another affecting
4M (not countedtin these statistics)

7M records compromised! (4.3M for the financiall sector)
18803 records lost per day:

Records exposed by Industry (winsorized)

Consumer
University,  Data, 163903
1725292

Other, 655300 Financial,
Medical 4017750
Senvices,
248600
Governmert,
222200

Impact: By Incident

Mostly*hacking/“in bothinumber off eventsiand
impact of events

Losses by Event Type

Stolen Equiptment
9% Dishonest insider
139% _Bxposed by email
0%

%

Social Engineering

2%

Passwords compromised
4% Exposed online
1%
Mot disclosed
0% Former Employee
0%
Lost Equiptment

29%




Operationall Risk: Approach

View

Monthly snapshot offeventsiand

impact
Understand probability: of X events
OccUrring injargiven month

Understand probability: of Y customer:
records lost in a given month

Determinge if these arelindependent.
Focus on the financiall sector
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Realization

Therelis nos significant correlation between
numberof events and number of records
lost.

Must attempt to predict loss eventsiand
amounts independently.




Statistical Analysis — Exposure
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Conclusions

Significant preblem: off costumer data
exposure across industries that handle
such data

Minimal relationship between # of events
and records lost

The incident andloss curves for the
finamce sector are similar to the industry.
asiawhole

= This type: off comparison may’ help in the
understanding| the financiall sector’s risk
(particularly: withi small data sets)

Statistical Analysis — Records
Exposed

All Sectors Financial Sector

Kernel Density Estimate Kernel Density Estimate

Concerns

Validity: of raw data
Trends in' legislation enforcement (more?)
Amount of custemer information is not a function of the
gross revenue ofi an institution

Reputational Risk = Hazard + Outrage. Outrage of an
individual may be significantly less if millions ofi records
were exposed as opposed to only a few.

= Orders of magnitude difference in amount of lost datai may. only

have minimaliimpact.
Impact may vary: by type of data lost.




