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1 The Need

Every 3 days, a large database of customer information
is stolen or exposed by companies that actively aggregate
consumer data.

The most notable of the recent mishaps in-
cludes the disappearance of backup tapes con-
taining the credit card information of 1.2 mil-
lion federal workers by Bank of America, the
theft of more than 300,000 customers’ per-
sonal information at Reed Elsevier, a sub-
sidiary of data broker Lexis-Nexis, and the
loss of transaction data belonging to around
180,000 customers of fashion house Polo
Ralph Lauren. (internetnews.com)

This continuing trend of exposure indicates that organi-
zations are no longer able to maintain the confidentiality
of their customer’s data. The solution might seem rather
simple; just make the companies protect the privacy data
using regulation. This not only does not solve the prob-
lem but also makes the life of all sorts of businesses hard.
Such a regulation will be practically unenforceable and
will only result in companies finding more and more in-
genious ways to skirt the problem and to get around the
regulation.

2 The Solution

The real solution to this problem is not to create more
work for the lawyers but to create a system that will help
businesses comply with requirements and then to enforce
that system. In our understanding, the real issue is iden-
tity. To an attacker the useful piece of information is that
a piece of data (health care info, credit card info etc) that
is related to a particular person. The moment we take
away the identity of a person and link that data to an en-
tity the data loses all its value. For instance, finding out
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that John Doe has lung cancer might be useful informa-
tion but knowing that the number 120-94-5664 has lung
cancer is worthless.

Our solution is bifurcating the identity of a person
from that person’s relevant data. The data will be stored
wherever it is currently being stored but the identity of
the person related to the data is stored separately in a
single database. If and when the identity of the entity is
required it can be obtained by querying the database with
the consent of the person whose identity is being reveled.

3 System description

The social security administration will formally take
charge of the new clearinghouse and serve as the author-
ity for private data.

A database which contains customer’s social security
numbers along with their private information:

1. Government Identification numbers
2. Name
3. Address
4. Phone
5. Email
6. Fax
Individuals will have the ability to:
1. Update their information
2. Restrict access to their information (legally)
3. View all requests for their information

Companies will destroy all private information and reg-
ister their company’s identifier with the social security
administration. A list of company identifiers and autho-
rized customer social security numbers will be kept.



When a company needs to contact a customer, or iden-
tify them directly, they must send a request (social secu-
rity number as query) to the privacy clearing house which
will respond with either the customer’s information or a
message saying that access to this customer’s informa-
tion has been denied. Companies will not be allowed
to permanently store any information from the privacy
clearinghouse.

When a record is sent to a company, that request is
logged and viewable by the customer (via quarterly state-
ments/online/phone). A justification for information re-
quest will also be given.

3.1 Benefits
3.1.1 Why this is good for customers

1. When a customers information changes (i.e. name,
address, phone or email). They only need to change
it in one place, and it will propagate to all compa-
nies serving them.

2. They are able to maintain control of the distribution
of their information (prevents spamming and iden-
tity theft)

3. Able to audit access to their information and change
access.

4. Individuals can sell their private information to cer-
tain companies if they so choose or release it for
free to companies they have established a relation-
ship with.

As far as customers are concerned, every piece of iden-
tifiable id about them is stored in one place and they con-
trol the access to it. Any misuse of their information
without their knowledge will now be considered stealing
(a crime). Spam, unauthorized credit card information
usage, unauthorized access of medical records, requested
by any individual, company or government agency will
be a crime. For instance, spam now becomes illegal be-
cause you are using information which was acquired or
stored illegally.

3.1.2 Why this is good for companies

1. Significantly less liability. If their systems are com-
promised, only social security numbers are stolen,
which now have no value by themselves. In order
to obtain relative personal information from a so-
cial security number, they must contact the clear-
inghouse. This is audited by the individuals and by
the clearinghouse itself.

2. Single authoritative point for customer information.

The national clearinghouse for private data will move the
choice of releasing private information to that of the in-
dividual. Individuals will interact with a system which
authorizes the release of their private information when
entrusted parties request access.

Law and regulation does not solve the privacy data.
“Spamming” companies use the first amendment to jus-
tify their sending of advertisements. This freedom of ex-
pression will not be infringed upon by this new legisla-
tion. All it will do is restrict the gathering of the pri-
vate information which becomes property of the individ-
ual whom the information describes.

3.1.3 Why this is good for society

1. Restricts illegal access to private information to a
much greater extent. In that we can always monitor
the patterns for requests for information and other
such statistics.

2. Creates a cost for “spamming”

3. Separates an individual from the actions of an “en-
tity”. For instance, when applying for a job, or be-
ing tried for a trial. Only the relevant information is
examined. No personally identifiable information is
publicized. Potentially making job interviews, tax
forms etc objective.

4. Creates a free oversight for government employees
who access private information of citizens because
now the reason for accessing must be provided.

Current laws are attempting to protect the information
itself. Information is prevalent; restricting information
flow is counter productive and extraordinarily expensive.
The true item which must be protected is an individual’s
separation from the entity the information is describing.
No one cares if people know that entity 889721 has AIDS
or huge amounts of debt as long as this entity is not con-
nected to an individual. We propose that only after this
connection has been made, one’s privacy has been vio-
lated.

3.2 Why this works

1. Simple system, individuals can understand. It es-
sentially turn’s a person’s private information into
their property over which they have control.

2. The system is self monitoring and regulating as in-
dividuals will control access to their information
and audit themselves.



Records Database

Parmissionk Database Activity Qatabase

Queries Logs

Elecronic Reconds

Social Security Administration }

Processing Centg

E

Change + Motification
Servers

ublic IntermB

M

Queries and Resparses Change|Requests
Usage Logs

Q 9
n& N aueresondespes Il

Query Servers

Privacy Quenes

Private Network

Figure 1: Information Flow



3.3 Scenarios
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