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1 The Need
Every 3 days,
consumer data.

The most notable of the recent mishaps in-

the
theft of more than 300,000 customers’ per-

lem but also makes the life of all sorts of businesses hard.
Such a regulation will be practically unenforceable and
will only result in companies finding more and more in-
genious ways to skirt the problem and to get around the
regulation.

2 The Solution

The real solution to this problem is not to create more
work for the lawyers but to create a system that will help
businesses comply with requirements and then to enforce
that system. In our understanding, the real issue is iden-
tity. To an attacker the useful piece of information is that
a piece of data (health care info, credit card info etc) that
is related to a particular person. The moment we take
away the identity of a person and link that data to an en-
tity the data loses all its value. For instance, finding out

Theft

Our solution is bifurcating the identity of a person

wherever it is of
the person related to the data is stored separately in a

security

Name
Address
Phone

wooA BN

Email
6. Fax
Individuals will have the ability to:
1. Update their information
2. Restrict access to their information (legally)
3. View all requests for their information

Companies will destroy all private information and reg-
ister their company’s identifier with the social security
administration. A list of company identifiers and autho-
rized customer social security numbers will be kept.



message saying that access to this customer’s informa-
tion has been denied. Companies will not be allowed
to permanently store any information from the privacy

When a record is sent to a company, that request is

3.1 Benefits
3.1.1

1. name,

it in one place, all compa-

tity theft)

access.

trol the access to it. Any misuse of their information
(a crime). Spam, unauthorized credit card information
by company

be a crime. For instance,
acquired or

3.1.2

dividual. Individuals will interact with a system which

Law and regulation does not solve the privacy data.

tion. All it will do is restrict the gathering of the pri-

3.1.3

1. Restricts illegal access to private information to a

the patterns for requests for information and other
such statistics.

2.
3.
tity”. For instance, or be-
publicized. Potentially making job interviews, tax
4.

Current laws are attempting to protect the information
itself. Information is prevalent; restricting information

nected to an individual.
has been vio-
lated.

3.2



Figure 1:



3.3 Scenarios

1. from com-

Individual checks his/her privacy statement

his information.

4. official tries to access his neighbor’s IRS

34

rity administration already stores all the relevant infor-

adapt to the
new system.
tial costs

3.5

There should be a cost to accessing the information to
any client.

access the information they have to pay a nominal fee.
This would limit the use of the system and will more
than pay for the system. There could be a flat fee for

extremely high use of the system, such as financial in-

will be re-

pay a large fine to the SSA and each individual whose

4 Why the system
personal

4.1

and access to that information at that place then auto-

4.2 Defaults

This

We absolutely agree with the making

‘We believe that



Depending on the
privacy.

be “default denied” unless the person him/herself has
indicated otherwise. Since the system is self monitor-

4.3

Consent to data trade should imply not only an initial

Any-

is illegal to

4.4

“property rules” are enforced by the subjective evalua-
This is
is storing this information. injured

muneration.

4.5

Social Security
and it will lend credi-
bility to the system. and public institu-

nature.
ity of institutions
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